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The inadvertent leakage of sensitive information through Online Social Networking (OSN) represents a significant source of
security risk to organisations. Leakage of sensitive information such as trade secrets, intellectual property and personal
details of employees can result in a loss of competitive advantage, loss of reputation, and erosion of client trust. We present
4 case studies which examine drivers for employee leakage behaviour and corresponding security management strategies.
Drawing on these case studies, we present a maturity framework for organisational OSN Leakage Mitigation Capability
(OSN-LMC) and lessons learned from the case analysis.
Keywords
Author Keywords: Information leakage; Information security management; Online social networking; Maturity framework
Author Information
Reprint Address: Ahmad, A (reprint author)
Univ Melbourne, Sch Comp & Informat Syst, Melbourne, Vic, Australia.
Addresses:
[ 1 ] Int Islamic Univ Malaysia, Dept Informat Syst, Kuala Lumpur, Malaysia
[ 2 ] Univ Melbourne, Sch Comp & Informat Syst, Melbourne, Vic, Australia
E-mail Addresses: nurulnuha@iium.edu.my; atif@unimelb.edu.au; shanton.chang@unimelb.edu.au
Publisher
ELSEVIER SCI LTD, THE BOULEVARD, LANGFORD LANE, KIDLINGTON, OXFORD OX5 1GB, OXON, ENGLAND
Journal Information
Impact Factor: Journal Citation Reports
Categories / Classification
Research Areas: Information Science & Library Science
Web of Science Categories: Information Science & Library Science
See more data fields
Citation Network







Use in Web of Science
Web of Science Usage Count
10 10 
Last 180 Days Since 2013
This record is from:
Web of Science Core Collection
- Social Sciences Citation Index 
Suggest a correction
If you would like to improve the quality of
the data in this record, please suggest a
correction.
  1  of  1 
Cited References: 12
Showing 12 of 12 View All in Cited References page
Protecting organizational competitive advantage: A knowledge leakage perspective Times Cited: 37  
Web of Science InCites Journal Citation Reports Essential Science Indicators EndNote Publons Kopernio Sign In  Help  English 
Tools  Searches and alerts  Search History Marked List
Look Up Full Text   Add to Marked ListFull Text from Publisher Save to EndNote online 




12/31/2018 Web of Science [v.5.31] - Web of Science Core Collection Full Record
http://apps.webofknowledge.com.ezaccess.library.uitm.edu.my/full_record.do?product=WOS&search_mode=GeneralSearch&qid=1&SID=D1DKTTIyh… 2/3
By: Ahmad, Atif; Bosua, Rachelle; Scheepers, Rens
COMPUTERS & SECURITY  Volume: 42   Pages: 27-39   Published: MAY 2014
A case analysis of information systems and security incident responses
By: Ahmad, Atif; Maynard, Sean B.; Shanks, Graeme
INTERNATIONAL JOURNAL OF INFORMATION MANAGEMENT  Volume: 35   Issue: 6   Pages: 717-723   Published: DEC 2015
Times Cited: 13  
The insider on the outside: A novel system for the detection of information leakers in social networks
By: Cascavilla, G.; Conti, M.; Schwartz, D. G.; et al.
European Journal of Information Systems  Pages: 1-16   Published: 2017
[Show additional data]
Times Cited: 1  
A socio-technical approach to knowledge contribution behavior: An empirical investigation of social networking sites users
By: Chai, Sangmi; Kim, Minkyun
INTERNATIONAL JOURNAL OF INFORMATION MANAGEMENT  Volume: 32   Issue: 2   Pages: 118-126   Published: APR 2012
Times Cited: 59  
BUILDING THEORIES FROM CASE-STUDY RESEARCH
By: EISENHARDT, KM
ACADEMY OF MANAGEMENT REVIEW  Volume: 14   Issue: 4   Pages: 532-550   Published: OCT 1989
Times Cited: 14,134  
Title: [not available]
By: Hofstede, G.
What about Malaysia?  Published: 2017
Accessed 9 April 2017
URL: https://geert-hofstede.com/malaysia.html
Times Cited: 1  
The role of technology and socialization in linking organizational context and knowledge conversion: The case of Malaysian
Service Organizations
By: Islam, Md. Zahidul; Jasimuddin, Sajjad M.; Hasan, Ikramul
INTERNATIONAL JOURNAL OF INFORMATION MANAGEMENT  Volume: 37   Issue: 5   Pages: 497-503   Published: OCT 2017
Times Cited: 5  
Privacy in social networks: An analysis of Facebook
By: Kulcu, Ozgur; Henkoglu, Turkay
INTERNATIONAL JOURNAL OF INFORMATION MANAGEMENT  Volume: 34   Issue: 6   Pages: 761-769   Published: DEC 2014
Times Cited: 13  
Manager communication and workplace trust: Understanding manager and employee perceptions in the e-world
By: Mackenzie, Maureen L.
INTERNATIONAL JOURNAL OF INFORMATION MANAGEMENT  Volume: 30   Issue: 6   Pages: 529-541   Published: DEC 2010
Times Cited: 12  
Online Social Networking: A Source of Intelligence for Advanced Persistent Threats
By: Molok, Nurul Nuha Abdul; Ahmad, Atif; Chang, Shanton
INTERNATIONAL JOURNAL OF CYBER WARFARE AND TERRORISM  Volume: 2   Issue: 1   Pages: 1-13   Published: JAN-MAR 2012
Times Cited: 1  
Title: [not available]
By: Schneier, B.
A taxonomy of social networking data, Schneier on security  Published: 2009
Accessed 10 March 2010
URL: http://www.schneier.com/blog/archives/2009/11/a_taxonomy_of_s
Times Cited: 2  
Title: [not available]
By: Yin, R. K.
Case study research and applications: Design and methods  Published: 2017
Publisher: Sage publications, Thousand Oaks, CA
Times Cited: 34  














© 2018 Clarivate Copyright notice Terms of use Privacy statement Cookie policy
Sign up for the Web of Science newsletter Follow us  
